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(54) RADIO COMMUNICATION SYSTEM, TRANSMITTER, RECEIVER, AND CONTENTS DATA 
TRANSFER METHOD 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a radio 
communication system which can actualize safe 
copyright protection even in a radio environment. 
SOLUTION: An authenticating and key exchanging 
procedure of a radio link layer network is carried out 
between a portable MPEG4 player 1(31 which sends 
MPEG4 data whose copyright should be protected and a 
portable viewer 102 which receives, decodes, and 
displays the data from the player 101 and when the 
procedure is successfully followed, an authenticating and 
key exchanging procedure of DTCP is carried to 
between the player 101 and viewer 102 by using a cipher 
communication using a cipher key that the player 101 
and viewer 102 shares, and when the authenticating and 
key exchanging procedure is successfully completed, the 
data are transferred safely from the player 101 to the 
viewer 102 by using the cipher communication using the 
cipher key that the player 101 and viewer 102 shares. 
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^c7)E)f*-rssi=^MPEG4rw— "\'*»^><o-r-^'**e 

^(r)m^htm'^^-TX'mL^ixt-tfi. n^<nfj\^ 
^ J*=SM P E G 4 7 V — ^ CO 7-'- ^ *^ft6 AOF;r* S 

b'i-TT'fl&AOSr^ff-r^.SI'^M P E G 4 r U-^*»<9 

[0 04 0 3 -^Wtc. y^-^x-J^-^^iglS 

lEBll*]cob'j.-rt2TSmU#.& $ixi>0 
T\ i^i^b'A-rfiI*-i?>a6t. «-«cOSI^b'a.-T 

-^mx'h D #t L* a . mimu.mi^^ ^izn 
DTCP=iyy'7^Tyh (dtcpspss) ?5rT^N'>fx 

t-ft^ifi'. iSiiEll3SiSJi, t'*>(,cr)i^tzt^Lnx 
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[00411 Bl uetooth V'<.)VX'<D 

mm • mmij^&iLthb. -em* rjE^^r^t^rs^ 

at'S)l.j tPML. TT-U^-v-ayU-^/KDTC 
Pl<''<>;U) OlgSE • ll3da^=:^^Ti"■S>. B l u e t o o 
t h ly^l'TiOtSM • i3t3c^**B£S:L^:V>i: . -fixJi 

-i^ByV-^Ji- ( DTC Pl^'^.^U) coi2BE • SBd^lc^ 

^T-r s <! s i 1 1 -r s . 

[00423 ZiXli^ B 1 u e t o o t h l^KyL-cOlSiE 
•ti>Zbi!fiT^^Zb^ZJ:t, -r^iy-h. B l ue to 

0 t h i^^ii-ff^umi)^ , ^m^m vMmmsb^m^ 
m) iz. isi-cop I N3-K (mtii. mjcom^'^^-^ 

COP I N3— h'*<a^$nTV%&j Clt^rtRSlli: tT> 
+^-C^4 (iE^=5r*tT''5:v^^atcA:^:^ii3tP I N=? 

[004 3] m-Amm^i-^ (hh^^^a^ 

^-rs ) J«=^MPEG4rU-A'i:J*=^t'A-7*^iES 
PEG47'V— VtjJI^b'i— rtH— COP I N3-K 

(ytxv-F) ^x:f:-rhztiiX'^hti<. Bff^t^zti 

X\ MPEG4rU— \'i:J»wfjL-r-CA:^l$iX'tP 

1 N3 - HA<|S|-^^,tf|pl-A!f«!l*%*-rSiES=5rm' 
*Si:!|m^L, MPEG4rU'— ^?tai»b*jL-TrA 
:^l§il/j;P I N3-K3b^'ffl^-r&^'^{f^'5r^At^*%r 

p IN3-^'^^^g|^i^f?8^5rffl^.^«.J^t:«. b^ 

}«^b'a.-T(cA:J]-ri.C:i:<±, AftcoJiljt«lg*SrJfi 

[00443 iC:t\ 01«O»I^MPEG47-^— ^1 

0 1 tJt^b'i-ri 0 2tO®£7)^')IX')t3J:t/}«^ 
1VIPEG4T^— Vl 0 1 tmW^A-Tl 03i:«7)^ 

[0 04 5 3 05 tc, jEm^j:mz^j::^ASz.cr)tmMPE 
G4rp— V*! 0 1 tm^b'i-ri 0 2t<7)aT-^Ti? 



[00463 ^fc. m5t,Zt5UXVy'7V-^^l'ZX^V§ 

[00473 ClcOJS^s i-r. 8I^MPEG4rW— V 
1 0 1 1 m^bi-T 1 0 2i7)M^St::{i. -^tl^'il. 

m^<7>:^^ ^y^^T mtii. mmiz. ^>sv^«^$ffllef 

(,z) . m^<o::frSfc J: I. P I N3-h-<OA:^3*^=5:$ix2> 
(Xx-yrsil. S12).wi'C{i. J^^MPEG 
4 r 1^— ^ 10 1 mX'Xfl^tlf'^ P I N 3- HcOfflSr x 
tt. 8l^b-jL-ri0 28iyC«>PIN3-b-^0ffii:L 
•ClnltfixAiAtl^iii^^itfOfri., M^^cOP I N3 
-h'iOil**-grr-&C:i:-C. ^<BluetoothU 

[00483 M'.^T, B 1 u e t o o t hV^^ ■ U> 

%m.<%m. ■ msmt<zm\^i> ui^^^-K i <rm.^^ 

•Th {Xf"/Zrs\A, SI 5) . 
[00493 MV-kT, Bluetoothl'-^ -^fDlSE 
#Jii2r^T3 (X-r-yr S 16). Cl<0^(±, P I N3 

[00 503 ^('■'T. B 1 u e t o ot hP>f-\'li3c3^ 
^IW^IToT (Xxx7*S 17) , Bluetooth 
V-<-\'B|r^SlKbt<?3llSr**t- -6 <X7"-/rS18. 
SI 9) . 

[00 5 1 3 ifLtCfcoT, Bl uetooth l^>f-^' 

± (fl&Alc^lS. S#Jft;c*«-C^^:v^J:'Ptl>T) ltd 

idlers, 

[005 23 iiClC. mwMPEG4 7-U— \'l 0 1 tSI 

^b'A-ri 0 2oM^S(±, DTCP {mmmWL\y 

^ ^ ) mm. • stJcMSrff o y ^ -xt^^s . ci zx\ 

M^mii. DTCPcOiSSE • a3EJSl<0*Jli<?5^S5X(±— 
^S:. Bluetooth l''<^Wcr)Bt^'ffc^fTofe±T' 
4Tdi:»*UV^, ZcoX^iz-t^ZbX: DTCPlgM 
• m^SMt: , r (Bluetooth U-^I^t'OfXiE • 
aS^t;ji!t?»?L3t) jES^it2r^i-|jlSP^-C'<^^?^J 4f=5: 

ra-c-co^i^. mmu.mu-f -^^ ( d tc p ) <r>im. • it^s 
(Dt^-th) m.mmx'<7)^. m^m^mi^-^-^ (dtc 

[00 53 3 sr. JiSwMPEG4n^— ^-l 0 1 

«b*i-r 1 0 2<7>m^mi. dtc pixse • 

Sr. Bluetoot hU-<A'K/W<OBi-f^^k:5r3f!lfflL. 
T^f^rV% (X.-r-y7'S20) . MilSISI-CODTCPU 

ixS (X-r«yrS2 1. 82 2) , 

[00543 ztLt:^»x. mmfms^htm^MP 



J 
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EG4rw— VI 0 Hi, mmt^Avnyy-y^y (m 
s 2 3 ) . g«fiijsaT'2)'i.iii^t'i-r 1 0 2<,zmm 

•ri. (^r-7rS24) . SI»b*A-Tl 0 2tt, DT 

itoyT>"yimnm-^^ti)^iii^^ MPEG4X- 

-ri 0 2J±, SftL^cBf-^-fb^^^f-^^y^rDTCPl^ 

[00 55] ZtLlcntX. mtB l ue tootht 

Zlit^-y hrtlCV^^glJcO^fi^Si. DTC PK/PcOfg 

( 0 0 5 6 ] 06 (c, iE^=5rMtc^4>^irV%Aftcom«M 
PEG4TW-^ 1 0 1 i: BftcOj«=^b'ji.-Tl 0 3 i: 

[0 0 57] t-f. }|I^MPEG4rL— VI 0 1 tJ* 

sy:/^ {mm. sbsv^iffiffl^t) , F;r^ 

co^rat-J:l,P I N3-H<0A*-&*=5:S<XS Cx^t-jT 
S31. S32) , 

[0 0 581 LA»L, C:cO«^, mr^ct-StcSfr^MP 
EG4rU'— VI 0 iWQMy^ix.ti'P I N3-h'cOfiI 
2:xi: Lf^^tc, J^l^b'i-r 1 0 3fflI-C'A:'3?ixfc 
PINn-H<55<ix* *>*xt— ^SC:i:{i^fV»*>, t 
fc<i:?i*«fc:®*^T(5v^. -r^i)^>, M;ttf, P i N3 

A!K8A^*^-r&^aT'3i4^i^, M^at^|S)-«OP I N 

J^^r^rf ^atwi^s^llftcOP I Nr7-^'S:S#a^T■l^ 
<%^(C{±, c:«ofl?iJf'«AR<oai^MPEG4rw-^ 
1 0 1 i: BftOSI»b'ji-T 1 0 30M^ll{4iEa^:** 
Sr^r-r^at-Ji^ri^tiOt LTV>S<0-C, iSSSIStOP I 

[0059] ioT, fci:xBluetoothl^>f-V 
• 'J>^df-ft*#Jll2:fToT (;^5"<yrS3 3) , 

WSrMATi) (X-r-yrS34. S35) , PINa- 

^MPEG4ri — ^rl 0 ifflitfoyy^'^-K it.m 

^b*jL-ri OSiBlOUi'^^f-K I ■ 

[0 0 60] ta!-5T, M< B 1 u e t o o t h W--^ -Vlg 

htZ tizKch, Z<^m^. Zixl,z3\^m< Bluet 
o o t hP'-f-Vfl3cift#^J«*«4f=5r*>fL=3:V\ 
[0061]-?- LT, Bluetoot h Bf-^-f 
L^\,^tiif>. D T C PIXgE ■ m^^MiZX^ Z t tfiX' 



$ -r , D T c p c7)igiE • m^t:mmiz'^ ozt a<t 
#^v\ -r^(rfc*>, aMft{ii<7)fli^MPEG4ru-^i 

0U4, tL, ^fiii^Jil^b'A-Tl OSiO, DT 
C P u^fUcomS. • fil3ae<OW«3&«*:t i: t {:^t 
•yTS3 7) , C:iX*^*B 1 u e t o o t h P-^l/^OBf^ 
itiii^j:^1x^\>^mX'mm^tiX^fz%^t,zii^ Ztit:W. 

[0 06 2] ^r*3, ;^-fyrS3 8c0t§S->< y-b— 

^i?*>B 1 u e t o o t h P-^-VcOBS^-fbt)*****-^'^^-* 
ifrv^/cib, ftSV^JiB 1 u e t o o t hW'f ^cOfSllI** 

v^. c:ii<4, ffi¥A^'jE3^r4><o (0>li.{flRl-Hit^*oi, 
<?5) T3bS*&fc, Bluet o o t hW>f -V<OfgliE • 

[0063] ^fc, KLtX'li. SI=^MPEG4r^— V 
tc;MPEG4x-:J'*^'#ffi§ix-CV^St<Ot tTC^S 

MPEG4T-^5r^'^gp*^'blx^#-r■l.t^o•c•^>-pT 

T M P E G 4 3 -r $r <ii.T M P E G 4 S:^* L-C i) i 
v^U, y-;:^-r-^'S:^gS*»'?>]|X#tMPEG4r7-^^ 
T'MPEG4$r^fi)ctTt>J:V>. iJt, IVIPEG4B*« 

( M p E G 4 T-:^' ) i:}S'\^'f-^'<r)m^miz{,^wM 
\ti>•h^^mm^^mx'hi>. 

[ 0 0 6 4 ] * , JiLliT'(±, Jlft^a 1 ^ LTS 

iSa*»^>1SSfc^'0g-(t^B'^«'r-rJ'^iSt'5rSIT'* 
CTi-tf, ia5coi^-^>;^t::*3v^ 
T, ai^MPEG47°U— vt#-«<om®b'A-rt<o 

IE • U/c^a-CBi-tfliK c ii^^h X 

0lzLXtX\.\ Z<^mM.m^MPEG4TU-^'i}^ 
A V n v-r V-y 2: Bf^StK c T-Bf -^-fb L-C iSffrt^tf , 
v§^Kc<r>^^lz^VjhtilE^^j:im^^-Tli. ng 

^it^yy-yy^m^'ftL. m^-thzttf^X'^i,, Kp 

[0065] (^2C0|IM»S) ^1<0^SS5^®-T(4, 

s^fmisai^'f ( D Tc p ) (Dim. • ms^m<D^m.<7) 

B 1 u e t o o t hl^^f-V^OBf^ • « 

-f^^tSP^ilL-C^rd tiO'Ciboy::. ZtLl,zMLX, m2 
column**, MPEG4'r-^' (AVf'-^') 
-f-OtcOlCOV^Tt , B 1 u e t o o t hl^^-V«OHt^ 

[00661 :^mmmTii. H l <0^J6}^® tffis^ 



4 
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[0 0 67] mi mi <7)iiife®»fcfc(tsii2 cjt 
mt^^mtmm<r)tmM p e g4 ri^— v i o i cot^i 

mfhm3iznm-tt:^mmmm<r>m^\:^-T i o 2 
(10 3) iOF^gp^iitcT)-^^^^, v^-fixt, . ig 1 <r> 
mtmmizaLx. BTW'f^Bt^ m^-fbSP^^b 1 u 

e t o o t h il^jiaaSPi: D TC PBf^-ftgBi: co^fcSf 

[00 683 ^/i, ia9ic. mKommmiziiif^m 

[00 69 3 ^rte. m'^^Zii\\X^)V9\y^^\z}s.h'^ 

[0 0 703 ^ix.\t. m\<r>mmsmizn\^x . avx 

KctBl uetoothV-^-VBg^KbttCioT 

MPEG4r^— vti, jM(i-ri.*^m«^a-r-^t Av 

it Bf ^^L^ ixf^ A V 3 >'x >- <y ^ Bf^ K b t T-S-^-fb 

[0071 3 ^mmsmt. ^1 to^jg^kjf^. D 

TC P(5Di2iE • ^■^\^mm.rf'T-9m^\t ■ m.^-itcr> 

ffi:S"lCOV^T, B 1 u e t o o t hBg^'fl:2r36»tt"tff -5 

-COLS l-C'«=3r-:>TV>^ig-g-Wi. ^T<50Aai^)5r. 
B 1 u e t o o t hl^-f ^Bg-^ • S^it.gP2:^*$Hi:«. 

[ 0 0 7 2 3 ^rfc, :^mmmizi5\>-^xt. ie^^mx- 
^ri^ mm. m^hAm^) ^smx-ti. m^mtzm 
-<0P I Nzi-Yijtx:^^tii,zbim^izmL\^tz 

tb. Bluetooth V--f ^fSiiE#J®*»^IJtLT Lt 
0. io-C. C:nfc:6li'^<B 1 uetoothV-^^ 
@3cm*)i*^=?T'5ri5ix^:l^. i-^T. C:cOf*« Blue 
toot htiS^itifi^L^^'^fztb. DTC PiSSE • H 
3cm#liCAI.c: i:*»'T'S-r. DTC PC0f2iiE • $l3cie 

i!mmtznozti)^x'^^\>^. x-ox. lEm^fiiX'^ 
esa-r^$AVT-;j'«!|gjM(i, mi<^mtmmtmt 

[ 0 0 7 3 3 5r*5, 2|!:|e56}^®r{±. SSfSL AN i: L 
Bluetooth ^WlwSiBJLT ^tii^. 8 0 
2. 1 1*I^LAN-^. WECA:^**;, HomeRF:fr 

Bf^-fk^iTj^rdE-iy-r^ffiJtgSrJ^gEJSLANH^ 

v>. 3|si&Bfl(4, zti^com^fomf&i-Atuzmm-t&z 



[0 074 1 ^13, JU±0#m{±, V7h'>*rtL 

[0 07 5 3 tfz. :^mmmii. 

[ 0 0 7 6 3 ^te. «-|Q6JgSX-<5iJS^L?tffllj£J4-m- 

* Lf.:ffiBKfo-^^^v^fo 0 . fiajs^ Ltzmmzmi^mm 
!^<7m3tmmmzmm^^'i<7)mmKciCh'^nT$>t . 

mt&Zti}^t&X-S}h. ^fc. #lUfe?^®<4. 
BtLTtfO^BB. Ma^lt-^2Ul±<7)^St--5V-^-r<7)|& 

[ 0 0 7 7 3 taS-'T, ^:c7)%BBc7)^Jfe<^J^®tc^5j^L^^ 
[00783 *S^BJJ4, ±abfj||«6c7)JB.^tcRB^$tl, 

aic7)r(±^<. ^cotmw}^izi3\^xm^^Lx 
mmt?>::ti}^x'^h, 

[00793 

[0ffico©m^|jiBa3 

[01 3 *^Bj«-|lim®lw^'S>*aSl3ifl5^X'rA<?3 
[02 3 Il»femHlC^a8l=^MPEG4rW-^C0rt 
[03 3 |Bl^feJg.ll(C«S8l»b*A-r(75l*lS5flliS<0- 
[04 3 Bluetooth U-^ -\r<0f2iiE¥JiI<^M^S: 
[05 3 jE^=5rW*^S«wMPEG4rU— ^i:Jlt=^ 
(06 3 jES^*llw^r'i,^:^^SI^MPEG4 7-U'-^fc 
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imi] mmmmizm&mmM p e g 4 rv— veort 
[08] mmmmizmm^^'cL-Tcoff^um&coiti 

11. 21— B 1 uetooth>f>'^7j;— -^^.SaaSC 
12.2 2 — b 1 u e t o o t hJifl^aaSP 

13. 2 3-BTvm.-ms.tmm3 



14. 24-- P I N3-HA^Jge 

15. 2 5-BT^>f-¥Bi^-«#-(t;SS 

16. 2 6-DTCPsm m^mi 

1 7-"DTCPBi^'ft;at 
18- •■v>!ir.y h^bSP 

1 9-IVlPEG4Xhl^-i^ 

2 7- "DTCPS-^-fklS 

2 8 • ■ -v* N'ir .y h »J T-fe ^-yj S5 
2 9"-MPEG4-r3— 

1 0 l - MPEG47*l'— \' 
10 2. 1 0 3 -8l^t-A-T 
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101 
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19-^ 
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□TCP 
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DTCP 
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[12131 
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22 



21-^ 
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Bluetooth K-V - 



rS13 
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Bluetooth Ki" ESii^lR 
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rSl7 
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ime] 



rS37 



[071 



19~ 



MPEQ4 



18- 



17-^ 



15 



12 



11 



□TCP 


Kc 


DTCP 


-v^16 
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^14 



Bluetooth 



Bluertooth I/F(llSl/F) 



-^13 



[081 



29' 



MPEG4 



28 -V. 



27 



25 
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Kc 
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-^26 
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BTI2 

mum 





WW 



22-^ 



BiiietDoth3AlBl&3as 



21 -^wj^ 
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[09] 

BluetoPthl^<i' U^^'^-jt^^B /S43 

Bluetooth u< if gg^lB y-S46 

Bluetooth U^'-y mm /S47 



[DTCPgg - glgg^jXtat 





— S51 


OTCPK ^'(♦f^lMiaK i-) Leap 




~S53 



flAv=i>f^>'y]Kc]iQrt r^S^ 



KcC^^ffi#^b.AV=i>y>Vg>gtUtaU I 



(51) Int. CI. ^ t^'Jie^ FI r-73-K(##) 

G 1 0 L 19/00 H 0 4 L 12/28 3 0 0 Z 

H 0 4 Q 7/38 G 1 0 L 9/00 N 

H04L 9/32 H04B 7/26 1 09R 

12/28 300 H04L 9/00 673D 

675A 

F:5^-A(##) 5B085 AA08 AEOl AE04 AE25 AE29 
5J104 AAOl AA07 AA15 JA03 KAOl 

KA04 KA16 KA17 NA02 NA05 
5K033 AA08 BA13 BA15 CB14 COOl 

DA19 

5K067 AA32 BB21 DD17 EE02 HH12 
HH24 HH36 



